Cleaning Your Computer
I

7 Easy Steps




Welcome back everyone from the Monmouth University Student Help Desk!

From past experience, we realized that many students do not take the time to keep their
computers updated. New viruses and spyware are created everyday. Because your
software has not been updated regularly, when you turn on your computer, it may catch
one of these viruses.

To help you clean the viruses from your computer and update your software, we have
prepared these instructions. Please try these on your own, as we know there is a long
wait to see a help desk specialist during the first few weeks each semester. If you have
difficulties with the instructions, or your computer is still infected after you have updated
your software, please call the University Help Desk at Ext. 3539 to put in a ticket for the
Student Help Desk. A help desk specialist will then call you to schedule an appointment.

We look forward to helping Monmouth University students this year. Have a wonderful
semester!
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Cleaning Your Computer in 7 Easy Steps

Cleaning your computer involves 7 tasks. They are:

Running McAfee Stinger

Running Spybot

Running Ad-Aware

Clearing your temporary internet files

Updating Windows

Updating your antivirus

Performing a full scan with your antivirus program

NOOAWN =

These steps will help you clean your system of viruses and/or spyware, as well as assist
in preventing problems in the future. Please ensure that all steps are completed. If you
skip any of these tasks, your computer will not be fixed.

The Student Help Desk will be available to assist you with any of these steps, either by
phone or in person (by appointment). The Student Help Desk can be reached at Ext.
3490 or from off-campus at (732) 571-3490.

Note: Scanning files can be a very time-consuming process. It may take a while, but do
not stop the program. It’s best to find something to do that doesn’t involve a computer
like reading a book or cleaning your dorm room.
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Please follow the steps below:

1. Download McAfee Stinger, Spybot, and Ad-Aware from the STAP Help Page
(http://bluehawk.monmouth.edu/staphelp/index2.shtml). You will be asked what to
do with these files. You can save them to your desktop.

2. Unplug your Ethernet cable.

3. Run McAfee Stinger (see page 6 for instructions).

4. Install and Run Spybot Search and Destroy (see page 7 for instructions).

5. Install and Run Ad-Aware (see page 10 for instructions).

6. Cleaning your Temporary Internet Files (see page 13 for instructions).

7. Plug your Ethernet cable back into the wall.

8. If you cannot access the internet, call the Help Desk (Ext. 3539) and request that
your port be opened. You will be able to access the internet to complete the

remaining steps.

Be sure to have your IP Address ready for them. This can also be found on the
STAP Help Page (http://bluehawk.monmouth.edu/staphelp/index2.shtml).

9. Make sure Automatic Updates are set on Windows and update if needed (see page
14 for instructions).

10.Make sure your antivirus program is set to automatically update. It is very important
that your antivirus program has the most recent updates. Once updated, perform a
full system scan. Instructions can be found in your antivirus users manual or online.

e Norton Antivirus — http://www.symantec.com
e Mcafee Antivirus users — http://www.mcafee.com
e AVG users — http://www.grisoft.com

Once a month (or more often if you'd like), you should perform these tasks. The more
you do these tasks, the faster it will take to complete. You will also notice that your
system is running faster and more smoothly. When your computer is happy, you’ll be
much happier.

Page 5



How to Run McAfee Stinger

McAfee

SECUR

To run McAfee Stinger, you do not need to install anything. Double-click on stinger.exe
to run the program.

To scan your computer for viruses, click on “Scan Now”.

= Stinger

Skop Preferences  List Viruses

Directanes ta zcan:

&dd E:h

| EBrowse
.FE EMOYVE

hctfee AVMERT Stinger Yerzion 256 built on Aug 16 2005

Copyright [C] 2005 Metworks Azzociates Techhology, [no. All Rights Reserved.
iruz data file w1000 created on Aug 16 2005,

Feady to zcan for 54 viuzes, ojans: and variants.

Ready.
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How to Install and Run Spybot Search and Destroy

Completing the Spybot - Search &
Destroy Setup Wizard

Sehup has freshed nstaling Spybot - Sesch & Destrop on your
compuber, The spphcaton may be lunched by selachng the
irestaded icons.

Clck Finish ho et 5ahup

[#] [Fiur SppbatSD_san

[[] Run TeaTimer exe

When Spybot starts for the first time, it will go
through a wizard.

You will be asked if you'd like to create a backup
of your registry. The registry is where Windows
stores many of its configuration settings.

Though it is rare that Spybot will delete any
important registry items, it is recommended that
you backup the registry now. Depending on your
system, it may take a few minutes to perform the
backup.
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To install Spybot Search &
Destroy, double click on
spybotsd14.exe and follow the
on- screen instructions.

When setup is finished, you will
be asked if you'd like to launch
Spybot. Click the “Run
Spybot.exe” box and then click
“Finish".

Spybot-S8D YWizard

ol can now ciedto o complete backup of you regatny. This i not
necestary, bul can movads wiehd Should sppswes dechoy some ol pour
mﬂa sattiragr. Spebot-SAD may be bl bo pesion them om e

U

[ Coaie seguiny backup

Step 3ol 7
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Spybot-S8D YWizard

Befions you start your frst scan, for pow owm safety it i shongly
sugpedhed that wou ook o updsied Hes and downiosd Shemd Juit chck
the lbution Desow b o bo e updabes page and el the plogiam sesch i
iy updlabes ek

[ Seach bl updabet

Step 5 al 7

Spybot also has the capability to
“immunize” your system from certain
kinds of spyware. This will block many
of those annoying popup ads.

Click “Immunize this system”. After
your computer is immunized, click
Next.

Spybot-S8D YWizard

Al it settngs have been dore. For moss ndoimation, i u
isooimmendsd wou isad the help e, After that, you can slait uwng

Spybot: 54D
| Alead hutensl |
Head =
|_ E-Iulmmhmm_’lp

Step 7 of 7

The next step allows you to search for
updates. Since you are not connected to
the internet at the moment, you do not
need to access updates at this time so
click “Next”.

In the future, you should perform an
update check every time you use Spybot

Spybot-S8D YWizard

Noaw that pou are up-io-date, & it secommended that you apply some
baa Immurzabon Jus dick e buthon Belo todo thie. i wou do nol
weand 1o emnize ot Bhe poand, pou can dio thie g Later ime by chcking
on imemrize in e program tookar at the left

| Iinesanae B it

Step B oal 7

When the wizard is finished, click “Start
using the program”.
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A Spybot - Search i Destroy
Fle Mode Lenguage Help
Spybot - Search & Destroy 1.4

- your
bther thicals delected by Spubot - Search & Diestroy.

To scan your e

. = : 1o urdo same changss.
computer, click ?
“CheCk fOf' v Seacch for Updales detactions o least ance & week!
problems”. i

L
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E |
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occusied durng a recenl ramoval of problems. and pou want

The iz very mportant: # is recommended to update the

syidern for sppweace and

] Spybot - Search i Destroy

B coient Thiz iz the main scan page of Spybot-5&01, Hese you scan yous system ["Check for
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Enatbon). Hink: if you haven® done 50 pet, we recommend pou read the ulonsl [pee
4 Hel meril bo leam how to desl with the scan resuls

iz Hide this ifomation
- Punkdern ' - Kid |
@ EnConlidence 1 enties
Updsie @ efula Mot T ext 1 endnes

e

_E_' [ g5 g

You have now successfully used Spybot!
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When Spybot has
finished scanning,
click “Fix Selected
Problems”.



How to Install and Run Ad-Aware

X
LY p | ) - -y ey ey
- LY .Y -
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22 pd-Aware SE Personal

Addware SE Pessonal has been successhullp installed.
LAVASOFT]

To install AdAware, double

click on aawpersonal.exe CHGE A T DLShon Decolon s SuCNon:

and follow the on- screen

Instructions. ¥ Pertormn a hll system scan now

When setup is finished, you ™ Updale definition fie now

will be asked if you'd like to S e heidianon
perform a full system scan.
Check the “Perform a full

system scan” box and then W,
click “Finish.

[ Finish> |

* Ad-foware SE Parsonal

i ¥ A - o P sy - 2] £
FALITRAVYCIl S O ‘ﬁ wﬂ .ﬂl “j y
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] SRt | Performing System Scan .
S —
e <~ | Ad-Aware will catch
B s o E;rram Dparali:m I : = = any Other Spyware
aep scanning local regstr acis Scanne .
—— N ’ that Spybot did not
o Mk b CLSIDNO3707315-53E9 4 BE4-6262-FONISCADOT| locate.
W Aas-or Summary
11 Runring Processes 0 Processes ldentdied
o1 e 513 Process Modules 0 Modules Identified
. o 0 Regisiry Keys identified
2 Objects Recognized 2 Registry Values Identified
0 Objects lgnored 0 Files [dentified
2 Mew Critical Objects 0 Folders Identified
How sCarmang, chok “Cancel 1o Hop W Cancel i
EETRTTE Ad-Aweare SE Personal, Buld 1 D5t
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When Ad-Aware has
finished Scanning, it A
will show 2-3

i . a1 s i
different categories = _ ‘ﬂ "-lﬂ dl ﬁ ;J
of prOb'GmS. e s — ) —— e —
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Ready
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Click to highlight the
name of the
quarantine file
collection and click
“‘Delete”.

Ad-Aware 5E Personal

AV o Y.

A Admlch J
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oot J3 = 00% Lt ti *
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4 bemlog  J X Deee
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Ad-Awnne SE Parsonal, Busd 1 0601

You have now successfully used Ad-Aware.
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Clearing your Temporary Internet Files

When you surf the internet, all the websites you visit are saved on your computer (to
allow for faster loading if you visit the site frequently). These files are collectively called
the “cache” but this could eventually waste a lot of disk space.

Cookies are also stored on your computer. These are tiny files that save information
about visitors to a web site (e.g. user name and preferences). You should clear your
cache and cookies at least every few weeks, depending on how much time you spend
on the internet.

Microsoft Internet Expl

To clear your cache, open up Internet Tanls

Explorer. Mail and Mews k
) ) Synchronize, ..

Click on Tools, then Internet Options. 1 wWindows Lipdate

Windows Messenger

5
'=
d Internekt Cpkions...

Go to the General Tab, in the section labeled “Temporary Internet Files” and click
“Delete Cookies" then “Delete Files”.

Internet Dptions > -‘.‘-'-,_E: ; d

General | Sec:urit_l,ll F'rivac:_l.JI Contentl Eonnectionsl F'rogramsl .-’-‘-.clvancedl

 Home page
L Eg fou can change which page to uze for your home page.
Addiess:

Uze Current Uze Default Lze Blank

— Tempoaran Internet filex

il Pages you view on the Internet are stored in a special folder
| = for quick viewing later.

(I;;I';Eoukjes...l DeleteEi?D Settings...
e,

il

~ History

The History folder containz links to pages pou've visited, for
quick accezs to recently viewed pages.

[aps to keep pages in histony: ID 3: Clear Hiztory |

Caolorz... | Fonts... | Languages... | .-’-'«c:c:gssil:uilit_l,l...l

OF. I Cancel | Anply |

You have now successfully cleared your Temporary Internet Files.
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Turning on Windows XP Automatic Updates

You can tell Windows to automatically download the most recent updates. This is very
crutial to keep up with any security patches.

Open
Explore
Search...
Manage

On your Desktop, right-click on “My Services
Computer” then click “Properties” R e For viruses...

Map Metwork Drive. ..
Disconnect Metwork Drive...

Create Shorbcut
Delete
Rename

Properties

Click on the “Automatic Updates” tab.

If you have Service Pack 1, it will look like If you have Service Pack 2, it will look like

this: this:

System Properties 71X System Properties E|E|
Genetal | Comnputer Manme Hardwaie #ydvanced General Computes Mame Haidware Abyanced
System Reshore Automatic Updates Femote Syztem Festore Adudomabe Lpdabes Flemote

\Wirddaws can find the updates wou need and delives them
diectly bo your computber.
eep my compubet up bo date. With thiz s8lbng enabled Windows ‘Windows can regularly check for important updabes and install them for pou
pdate sofhware may be automaticaly updated prior o 2pphing [Tuining on Automabc Updabes may automatically update Windows Update
ary olher updabes soltwane fest, bafoas any ot updates |

Hosw does Autornatic Updates work?

") Automatic [recommended])

Auitomahealy download iecommended updates for my complles
ONgl'h‘ymhuFﬂrs dewmioading any updates and ratity me again and inztal them
befote instaling them cn Mg computes

Leain mose about automatic updating
Settirg:

@%wliag:h;:’mu automatically and notify e when thay are I(-“_‘.'_Qmﬂom‘...pdelgs fot e, bul ket me choose when to rlall them.
i died : I8, DUt Il 1 s X

() Hotily me but don't automatically download of install theem.
() Tum cif Automatic Updates

Gwiﬁwdmnbadthetwm,andm&thmuﬂth
schedule that | specify

Every day w | at | 3:00AM hd @ Yen;;:?mmhememdﬂuhsswumﬂalmddes
T ' [
Lesin more about scheduled nstaling Installupdetes from the Windows Update Web she

[ ok [ conca || sesb | [ ok ) [ cameed ][ oob )

If you have Service Pack 1, select the "Keep my computer up to date" check box. If you
have Service Pack 2, you do not need to select any check box.

You can also select how you would like updates to be downloaded. We recommend
selecting the second option, “Download the updates automatically and notify me when
they are ready to be installed”.
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You will see a notification balloon when updates are available. Click the notification
balloon to review and install the updates.

er Mew updates are ready to install

Updates For wour computer have been downloaded Fram
Windows Update, Click here ta review these updates and
install therm,

If you have not already installed Service Pack 2, when you turn on Automatic Updates,
you also prepare your computer to automatically download it. Service Pack 2 provides
better security, protection against Internet attacks, better recovery should bad things
happen, and ultimately fewer computer crashes.

That's it! You’re all done!
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